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ZOOM 
CLASSROOM
HIJACKING

IS ZOOM LIABLE?
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ZOOM
BOMBING
SETTINGS

IS THE CONFERENCE ORGANIZER 
WHO FAILS TO USE THE SETTINGS 
LIABLE?
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15 APRIL 2020

THE REALM OF CRIMINAL LAW
COULD THIS BE USED AS EVIDENCE WHEN 
PROVING DAMAGE UNDER TORT LAW? 
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29 SEPTEMBER 2020

For those who thought 
the problems are over
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IoT
‘firmware is 
the new software’



IoT
- Healthcare
- Connected cars
- Smart energy grid
- Smart cities
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TAKING LAW
SERIOUSLY

THE book
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https://global.oup.com/academic/product/law-for-computer-scientists-and-other-folk-9780198860884?facet_narrowbybinding_facet=Paperback&lang=en&cc=pt
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Chapter 8
Private law liability for faulty ICT



AGENDA

■ AI harms at two levels

■ Tort liability 
– In the EU: national law
– Product liability (EC White Paper AI 2020)
– GDPR (private law liability art. 79-82)
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AI harms at two levels

1. Identifiable damage or harm of individuals 
- breach of contract (e.g. in case of non-conformity)
- tort (third party liability for damage caused)
- injunctions (court order to stop unlawful behaviour)

2. Implications at level of society
- administrative law (GDPR)
- consumer law (unfair contract terms)
- safety law (Machinery Directive, 
General Product Safety Directive)
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AI harms at two levels

Role of private law liability:
1. Compensation for harm suffered (individual)

2. Deterrence and prevention (economic incentive)
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Tort liability

■ EU tort law (national law)

■ Default: each bears their own damage, except if:
- damage (to be proven by the victim)
- wrongful act (fault or negligence)
- attribution (to the tortfeasor)
- causality (btw damage and act)

– Fault liability
– Strict liability

■ Note that for an injunction no need to prove damage
- Art. 3:296 BW
- Art. 79 GDPR

Fall 2020 HumanE-AI-NET Tutorial Legal Protection by Design 13



Tort liability

■ Product liability

– EU legislation, incorporated in national law
- mitigated strict liability
- reversal of burden of proof
- if damage, defect and causality is proven 

(by injured party)
- manufacturer must pay compensation
- unless they prove otherwise
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Tort liability

■ Product liability

– Product liability does not apply to consumer transactions 
with suppliers outside the EU (e.g. Alibaba)

– See the BEUC report that was written about this in 2017 
https://www.beuc.eu/publications/beuc-x-2017-
122_the_challenge_of_protecting_eu_consumers_in_glo
bal_online_markets.pdf
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https://www.beuc.eu/publications/beuc-x-2017-122_the_challenge_of_protecting_eu_consumers_in_global_online_markets.pdf


Tort liability

■ Product liability
– At this moment it is not clear to what extent software falls 

within the scope of the term ‘product’ in the directive
– At this moment liability for a ‘defect’ in the directive 

probably does not apply to software or firmware 
updates, because the defect must be known or knowable 
at the moment the product is put on the internal market 
of the EU

– The EU is working on adaptations of a.o. the Product 
Liability Directive to clarify and update legal protection
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Tort liability

■ What if you cannot prove damage? 
– E.g. the case of the Samsung it was more interesting to file an injunction, 

asking the court to order Samsung to provide updates in specific cases where 
they don’t 

– If the court had agreed that Samsung has a duty of care to provide updates 
during a longer period than they do or under other conditions than they do, 
it could have ordered Samsung to provide those updates

– The applicant need not prove damage in this case, though they will have to 
convince the court that such a duty of care exists (e.g. based on art. 6:162 
that speaks of ‘hetgeen volgens ongeschreven recht in het maatschappelijk
verkeer betaamt’)

– The court found that the Consumer Protection organisation did not provide 
sufficient evidence that SAMSUNG violated its duty of care
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https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2018:6310


Tort liability
■ What if you cannot prove damage? 
– E.g. in case of a data breach, where it may be difficult to put a number on the 

damage for individuals
– Art. 79 GDPR requires that Member States provide access to court in case of a 

violation of the GDPR, e.g. in case of unlawful processing, to make sure such 
processing is terminated

– Art. 80 GDPR requires that Member States allow a dedicated NGO to file an 
injunction in its own name or in the name of data subjects who mandate their 
claim

– Art. 82 is about suing for damages, in that case art. 80 leave to the Member 
States whether they want to allow for collective action

– So in case of an injunction, art. 80 directly provides a right to collective action, 
though this is not the case if one wishes to sue for damages

– E.g. the recent tort action against Oracle and Salesforce may break down if
damage is not proven
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https://www.osborneclarke.com/insights/dutch-council-states-overrules-court-order-award-gdpr-damages-data-subject/
https://www.fieldfisher.com/en/insights/dutch-class-action-against-us-tech-giants-for-violation-privacy


Tort liability

■ To obtain protection against security mishaps in the IoT: 
- an injunction is far more effective, because what you want is that the 
company changes their policy and/or backend system, and they 
will have to demonstrate to the court that they are complying 
with the order on pain of penalty payments 
- suing for damages is much less effective, because it is difficult for the 
potential victim to find out whether proper action is taken to 
prevent future damages (besides difficulty with proving damage)
- in both cases the applicant must prove that the tortfeasor violates their
duty of care in relation to the applicant(s) (and in case of a collective 
action, the interests they support and/or the victims they represent)
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- SAFETY & SECURITY

HTTPS://EC.EUROPA.EU/INFO/SITES/I
NFO/FILES/REPORT-SAFETY-LIABILITY-
ARTIFICIAL-INTELLIGENCE-
FEB2020_EN_1.PDF

Fall 2020 HumanE-AI-NET Tutorial Legal Protection by Design 20

https://ec.europa.eu/info/sites/info/files/report-safety-liability-artificial-intelligence-feb2020_en_1.pdf
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SAFETY & SECURITY

NEW ISSUES RAISED BY:

- CONNECTIVITY
- AUTONOMY
- MENTAL HEALTH RISKS
- DATA DEPENDENCY
- OPACITY
- COMPLEXITY PRODUCTS SYSTEMS
- SOFTWARE COMPONENTS
- COMPLEXITY VALUE CHAINS
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Upcoming EU 
liability law

European Commission White Paper proposes to:

1. update definition of product 

2. reduce burden of proof wrt ‘defect’

3. reduce or remove ‘later defect’ and ‘development 
risk’ defences tortfeasor

4. extend liability beyond ‘putting into circulation’

5. consider strict liability for damage caused by 
autonomous AI applications 
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■ INTERSECT

■ Law: enables, prohibits, restricts
– Reasonable
– Pertinent
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