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What’s new?

■ GOFP (good old fashioned privacy)

■ Privacy, data protection and fundamental rights

■ Privacy as the protection of the incomputable self

■ GDPR: FRIA and DPbDD

■ AI Act: FRIA and LPbD

■ LPbD, from Q0 to mitigation 
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GOFP

■ Horizontal (direct): 

– Privacy tort, peer-2-peer (art. 6:162 CC)

– Public disclosure of photographs (Warren and Brandeis in the US)

■ Vertical:

– Constitutional right to privacy, international human right to privacy

– Government-subject

– Criminal law investigations, secret services (Klass, Weber and Saravia ECtHR)

■ Horizontal (indirect):

– Human right violations by states ignoring their positive obligations

– Government-subject/subject

– This may even involve an obligation to criminalise violations by private parties
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Privacy and data protection

■ Privacy is mainly seen as a negative right

– Natural persons’ freedom from interference by private parties and public authorities

■ Data protection is often seen as a positive right

– For controllers: conditional freedom to process personal data

– For data subjects: freedom to control processing of personal data 

■ Privacy is more than data protection (e.g. physical integrity, decisional privacy)

■ Data Protection is more than privacy (e.g. unlawful processing of personal data may concern 
non-discrimination or the presumption of innocence rather than privacy)
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Privacy the modern approach:

data protection

■ Data-driven infrastructure, access to information/housing/insurance/education

■ Reasonably foreseeable consequences of the processing of personal data:

– Dutch tax office flags low income people for potential fraud

– UK government targets disabled receivers of welfare benefits as potential frauds
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Fundamental rights

■ Is this about privacy? Yes, but about much more

■ I advise each of you to download and read this summary report to get a better sense of what 
concrete risks are spelled out: 
https://www.rtlnieuws.nl/sites/default/files/content/documents/2021/11/22/GEBmaart2021RC
M-risico%27s.pdf

■ Note that this is an art. 35 DPIA, to be conducted by the controller

■ There is no obligation to make a DPIA public (this one has been made public by RTL4)
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Private interests

public goods

■ Two questions: 

– Is privacy a private interest (with which I can trade)?

– Or is it (also) a public good (we don’t want folk to trade with)?
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Private interests

public goods

■ Questions: 

– Are the implications of ADM/AI a matter of cost-benefit or of power (im)balances?

– Or do they concern public goods (that are by definition not computable)?
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My 3 cards on the table
(if you are not at the table, you are on the menu)

1. Things that matter are not computable

2. They can nevertheless be made computable

3. They can be computed in different ways and the difference matters
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FRIA art. 24.1 GDPR

■ “Taking into account the nature, scope, context and purposes of processing

■ as well as the risks of varying likelihood and severity for 

– the rights and freedoms of natural persons, 

■ the controller shall implement: 

– appropriate technical and organisational measures 

– to ensure and to be able to demonstrate 

– that processing is performed in accordance with this Regulation. 

– Those measures shall be reviewed and updated where necessary.”
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FRIA art. 25.1 GDPR

■ Taking into account the state of the art, the cost of implementation and the nature, 
scope, context and purposes of processing 

– as well as the risks of varying likelihood and severity for 

– rights and freedoms of natural persons posed by the processing, 

■ the controller shall, 

– both at the time of the determination of the means for processing and at the 
time of the processing itself, 

■ implement appropriate technical and organisational measures, 

– such as pseudonymisation, 

■ which are designed to implement data-protection principles, 

– such as data minimisation, 

■ in an effective manner and to integrate the necessary safeguards into the 
processing in order to meet the requirements of this Regulation and protect the 
rights of data subjects.
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FRIA art. 4(5) GDPR

■ ‘pseudonymisation’ means:

■ the processing of personal data in such a manner that 

– the personal data can no longer be attributed to a specific data subject 

– without the use of additional information, 

– provided that such additional information is kept separately and 

– is subject to technical and organisational measures 

– to ensure that the personal data are not attributed to an identified or 

identifiable natural person;
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FRIA art. 25.2 GDPR

■ The controller shall implement 

– appropriate technical and organisational measures for ensuring that, 

– by default, 

– only personal data which are necessary for each specific purpose of the 
processing are processed. 

■ That obligation applies to:

– the amount of personal data collected, 

– the extent of their processing, 

– the period of their storage and 

– their accessibility. 

■ In particular, such measures shall ensure that by default personal data are not 
made accessible without the individual's intervention to an indefinite number of 
natural persons.
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FRIA art. 35.1 GDPR

Where a type of processing in particular using new technologies, and 

■ taking into account the nature, scope, context and purposes of the processing,

■ is likely to result in a high risk 

– to the rights and freedoms of natural persons, 

■ the controller shall, 

– prior to the processing, 

■ carry out an assessment of the impact of the envisaged processing operations 

■ on the protection of personal data. 

A single assessment may address a set of similar processing operations that 
present similar high risks.
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FRIA in the proposed AI Act

This proposal imposes some restrictions on 

– the freedom to conduct business (Article 16) and 

– the freedom of art and science (Article 13) 

– to ensure compliance with overriding reasons of public interest such as health, 

safety, consumer protection and 

– the protection of other fundamental rights (‘responsible innovation’) 

– when high-risk AI technology is developed and used. 

Those restrictions are proportionate and limited to the minimum necessary to prevent 

and mitigate serious safety risks and likely infringements of fundamental rights.
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FRIA in the proposed AI Act

Chapter 1 of Title III sets the classification rules and identifies two main categories 
of high-risk AI systems:

• AI systems intended to be used as safety component of products that are subject 
to third party ex-ante conformity assessment;

• other stand-alone AI systems with mainly fundamental rights implications that are 
explicitly listed in Annex III.
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FRIA in the proposed AI Act

Recital 28

■ The extent of the adverse impact caused by the AI system on the fundamental 

rights protected by the Charter is of particular relevance when classifying an AI 

system as high-risk. 

■ Those rights include the right to human dignity, respect for private and family 

life, protection of personal data, freedom of expression and information, freedom 

of assembly and of association, and non-discrimination, consumer protection, 

workers’ rights, rights of persons with disabilities, right to an effective remedy 

and to a fair trial, right of defence and the presumption of innocence, right to 

good administration.
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ANNEX III HIGH-RISK AI SYSTEMS

1. Biometric identification and categorisation of natural persons:

(a) AI systems intended to be used for the ‘real-time’ and ‘post’ remote biometric 
identification of natural persons;
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ANNEX III HIGH-RISK AI SYSTEMS

2. Management and operation of critical infrastructure:

(a) AI systems intended to be used as safety components in the management and 
operation of road traffic and the supply of water, gas, heating and electricity.
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ANNEX III HIGH-RISK AI SYSTEMS

3. Education and vocational training:

(a) AI systems intended to be used for the purpose of determining access or 
assigning natural persons to educational and vocational training institutions;

(b) AI systems intended to be used for the purpose of assessing students in 
educational and vocational training institutions and for assessing participants in 
tests commonly required for admission to educational institutions.
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ANNEX III HIGH-RISK AI SYSTEMS

4. Employment, workers management and access to self-employment:

(a) AI systems intended to be used for recruitment or selection of natural persons, 
notably for advertising vacancies, screening or filtering applications, evaluating 
candidates in the course of interviews or tests;

(b) AI intended to be used for making decisions on promotion and termination of 
work-related contractual relationships, for task allocation and for monitoring and 
evaluating performance and behavior of persons in such relationships.

19 Nov. 2021 Hildebrandt PPML2021 39



ANNEX III HIGH-RISK AI SYSTEMS

5. Access to and enjoyment of essential private services and public services and benefits:

(a) AI systems intended to be used by public authorities or on behalf of public authorities to 
evaluate the eligibility of natural persons for public assistance benefits and services, as well 
as to grant, reduce, revoke, or reclaim such benefits and services;

(b) AI systems intended to be used to evaluate the creditworthiness of natural persons or 
establish their credit score, with the exception of AI systems put into service by small scale 
providers for their own use;

(c) AI systems intended to be used to dispatch, or to establish priority in the dispatching of 
emergency first response services, including by firefighters and medical aid.
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ANNEX III HIGH-RISK AI SYSTEMS

6. Law enforcement:

(a) AI systems intended to be used by law enforcement authorities for making 
individual risk assessments of natural persons in order to assess the risk of a 
natural person for offending or reoffending or the risk for potential victims of criminal 
offences;

(b) AI systems intended to be used by law enforcement authorities as polygraphs 
and similar tools or to detect the emotional state of a natural person;

(…)
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ANNEX III HIGH-RISK AI SYSTEMS

7. Migration, asylum and border control management:

(a) AI systems intended to be used by competent public authorities as polygraphs 
and similar tools or to detect the emotional state of a natural person;

(b) AI systems intended to be used by competent public authorities to assess a risk, 
including a security risk, a risk of irregular immigration, or a health risk, posed by a 
natural person who intends to enter or has entered into the territory of a Member 
State;

(…)

19 Nov. 2021 Hildebrandt PPML2021 42



ANNEX III HIGH-RISK AI SYSTEMS

8. Administration of justice and democratic processes:

(a) AI systems intended to assist a judicial authority in researching and interpreting 
facts and the law and in applying the law to a concrete set of facts.
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FRIA in the proposed AI Act
Article 13 Transparency and 

provision of information to users

1. High-risk AI systems shall be 

– designed and developed in such a way to ensure 

– that their operation is sufficiently transparent 

– to enable users to interpret the system’s output and use it appropriately. 
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FRIA in the proposed AI Act
Article 13 Transparency and 

provision of information to users

3. The information referred to in paragraph 2 shall specify:

iii. any known or foreseeable circumstance, 

– related to the use of the high-risk AI system 

– in accordance with its intended purpose or 

– under conditions of reasonably foreseeable misuse, 

– which may lead to risks to the health and safety or fundamental rights;
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FRIA in the proposed AI Act
Article 14 Human oversight

2. Human oversight shall aim at 

– preventing or minimising the risks to health, safety or fundamental rights 

– that may emerge when a high-risk AI system is used 

■ in accordance with its intended purpose or 

■ under conditions of reasonably foreseeable misuse, 

■ in particular when such risks persist notwithstanding the application of 
other requirements set out in this Chapter.

19 Nov. 2021 Hildebrandt PPML2021 46



19 Nov. 2021 Hildebrandt PPML2021 47



19 Nov. 2021 Hildebrandt PPML2021 48
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AI systems 

under the rule of law?

■ Rule of law in a constitutional democracy is a normative undertaking:

– It aims to protect 

■ the incomputable nature of human agency

■ a shared world that affords privacy, diversity, inclusion

■ transparency, accountability and contestability of big players

■ by way of a series of institutional checks and balances

■ notably ’effective and practical’ fundamental rights

■ In the context of pervasive code- and/or data-driven environments this requires

– Legal protection by design and default
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Legal Protection by Design

■ From legal protection based on text-driven ICT

■ To legal protection at the level of relevant data- and code-driven ICT

This is NOT about ethics

■ We do not want to depend on the ethical inclinations of developers 

■ Or those who fund them (big tech)
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Legal Protection by Design

This is NOT about ‘legal by design’ (which is an oxymoron)

Legal protection by design: 

■ integrating the checks and balances of the rule of law

■ based on democratic law-making

■ combining legal certainty with contestability
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Legal Protection by Design

■ Controllers (GDPR) and providers (AI Act) 

■ Have a legal obligation to anticipate fundamental rights infringements 

■ And avoid or mitigate them

■ Raising Question Zero: should we do ML here at all?
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